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Introduction 
Your organization is considering upgrading from IdentityIQ to SailPoint Identity Security Cloud – so, what’s next? Where do you start, and 
what answers should you be seeking as you start your journey to cloud-based identity security? 

This brief introductory guide will help you answer those questions. We’ll cover the basics of cloud-based identity security, how your 
organization can leverage SaaS products to unlock new value for your identity security program, what key questions to ask when 
considering an upgrade to SailPoint Identity Security Cloud, and how to plan for success as you start your migration process. 

We’ll also introduce you to SailPoint’s Identity Security Cloud Upgrade Assessment Program, a complimentary program for IdentityIQ 
customers that guides teams through everything they need to get started including product demo, technical discovery, detailed business 
value assessment, implementation timeline, and solution review and plan.

Let’s get started.
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To stay competitive, enterprises must constantly adapt to the changing demands of consumers, 
employees, and the industries in which they operate. This often means leveraging cloud-based 
technology and services to stay ahead of the competition, scale infrastructure, move complex 
workloads to the public or private clouds, and mitigate security risks at a global scale.  

For organizations with on-premises data centers and complex security requirements, the driving 
forces behind a move to cloud may be to align with cloud-first corporate initiatives or to match the 
pace of digital transformation across the organization, but there are several other challenges to 
keep in mind. Companies must consider the changing state of business today from an identity-first 
perspective. This includes managing a surge of remote workers, governing access to a growing set 
of applications, and streamlining the process of access across all types of devices and identities. 

Managing complexity beyond the data center
Along with this growth in complexity comes the need to automate tasks that have moved well 
beyond human capacity, freeing up time for employees to focus on the highest-value security 
concerns and tasks – while simultaneously accelerating the pace of work. The end user experience 
must also be considered, as employees of all types – from the CISO down to individual contributors 
– are now playing a larger role in securing enterprises. A streamlined, intuitive user experience is 
essential to driving usage and engagement across the organization.

Whatever the case may be for your organization, the complexity of maintaining identity security 
solutions in on-premises data centers often have significant security, productivity, and financial 
impacts across all areas of the business. These challenges include upgrade fatigue from regular 
updates, staffing issues related to lack of domain expertise, limitations in scalability for future 
organizational growth, and higher management costs when compared to cloud solutions. 

Why cloud and why now?
The advantages of Cloud-Based Identity Security  
With SailPoint Identity Security Cloud your organization is always on the most recent release. This 
frees up time and resources to be spent on advancing your Identity Security program as opposed to 
executing IdentityIQ upgrades. Our multi-tenant microservice architecture delivers both scale and 
quality to handle high-volume, complex workloads as your business grows. And instead of having 
to develop customized solutions to unique identity security challenges, your organization can easily 
configure the Identity Security Cloud to meet your business needs, reducing the need for deep in-
house subject matter expertise. This frees up your personnel resources to focus on the day-to-day 
tasks of security, rather than actively managing and monitoring infrastructure.  
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As you begin your journey to Identity Security Cloud, it helps to understand the core benefits 
of cloud-based identity security that align to your business drivers. These include: 

Unlock the value of SailPoint Identity Security Cloud

Architecture  
that scales with your 

enterprise 

Continuous 
releases and  
no downtime

Enhanced 
enterprise-grade 

security

Faster deployment 
and feature 

adoption

Lower total cost  
of ownership

Start saving when you upgrade from IdentityIQ to Identity  
Security Cloud with AI-Driven Identity Security

Reduce your total cost of ownership

10 – 30%

Leveraging your investment in IdentityIQ

Same identity model
SailPoint Identity Security Cloud and IdentityIQ share the same 
Identity model and Connectivity framework, Making it easy to 
upgrade between platforms. 

Same connectors and extensions
Automatically move connectors, roles, and rules from IdentityIQ 
to the Identity Security Cloud for a seamless transition. 

Same business essential integrations 
Continue to use existing third-party integrations to ServiceNow, 
Slack, Teams, and others.
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Your journey to cloud-based identity security  
As you consider your transition to SailPoint Identity Security Cloud, how can your organization 
evaluate your current solution against a cloud-native solution to make sure you have all the facts 
when it comes to implementation needs and costs, including the nuances of your organization’s 
identity security requirements? 

Starting with a review of the different types of deployments can help, especially as it relates to 
your specific security requirements. It is also important to understand where you organization is 
in its journey to cloud and any associated regulations or restrictions for your industry. SailPoint 
recognizes that identity security is hard, and it’s essential to understand the context of your 
business before planning for change.  
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Which option  
is best for your 
organization?
When considering a migration from on-premises 
identity security to SailPoint Identity Security 
Cloud, it’s important to understand the basics 
of each type of deployment. The following 
table highlights some of those core differences, 
benefits, and considerations, with an emphasis 
on business drivers and value for each option. 

Multi-tenant SaaS
A secure, robust, and scalable 
architecture allowing for faster  
tenant availability and quicker  
time-to-value, without the added  
costs of maintenance, customization, 
and upgrades.

Key considerations    

•   Stays up to date as it is always on  
the latest version 

•   Reduces infrastructure and 
maintenance costs 

•   Focuses personnel resources on 
higher-value security initiatives 

•   Uplevels and modernizes entire 
organization, technically and tactically 

Hybrid
Hybrid deployments combine  
on-premises or hosted environments 
with a cloud-based solution, often 
serving as an intermediate step for 
organizations transitioning to cloud.  

Key considerations    

•   Offers an incremental step towards 
cloud-based identity security

•   Provides for redundancy in identity 
security program

•   Enables organization to deploy,  
test, and scale cloud solution at the 
same time

•   Requires additional work to maintain 
two separate systems in tandem 

On-premises and cloud 
hosted (IdentityIQ)
On-prem deployments are fully 
installed, operated, and managed  
from a customer’s in-house servers  
and infrastructure. 

Cloud-hosted deployments allow 
organizations to deploy IdentityIQ  
as a service, with many of the  
same considerations for operating  
on-premises infrastructure.  

Key considerations    

•   Provides opportunities for 
customization 

•   Requires regular updates to the 
newest release and security patches

•   Higher costs for maintenance, 
monitoring, updating systems  
and infrastructure 

•   Involves specialized expertise for 
deployment and maintenance
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Enabling customization, configuration, and extensibility  
SailPoint believes that our customers should be able to shape their identity security program to the needs of their industry 
and business drivers. With identity data that may come from many different authoritative sources, it is essential to have  
the ability to model it in many ways. 

IdentityIQ
With IdentityIQ, configuration is primarily done via user interface, XML, or Beanshell rule scripting. Organizations may also 
customize the on-premises software, often done using Java, which typically require additional maintenance and long-term 
costs. During the upgrade process, our team will review these custom use cases to understand how to best transition to 
cloud-based identity security practices.   

Identity Security Cloud 
With SailPoint Identity Security Cloud, organizations configure features based on industry best practices, primarily via  
admin user interfaces and REST APIs. External customization, when necessary, can be done outside of the system using  
REST APIs or event-triggers. Leveraging the rapid setup of SaaS tenants, organizations can quickly scale an identity 
foundation, connectivity setup, and feature configuration. 
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The last upgrade you will need for your identity security program
As a current IdentityIQ customer, your organization is likely familiar with the process of upgrading 
to the latest version of IdentityIQ. It can take time to align teams, set timelines, and make the 
significant time and financial investments to transition to the latest version. This can result in  
an innovation gap as your organization falls behind the most recent release of IdentityIQ and is  
unable to take advantage of the latest features and functionality offered in the newest release. 

But what if you could upgrade just once? Now you can. Once you transition to SailPoint Identity 
Security Cloud, you are always on the latest version. There is no need for future manual upgrades, 
since our high-velocity releases are applied at scale for all customers, with no downtime for upgrades. 

Maintain the integrity of your existing identity security program 
Since you will be moving from one SailPoint product to another, you can maintain any work you 
did implementing IdentityIQ, and build on that work by migrating configured connectors, objects, 
and rules to our Identity Security Cloud. Your organization will be able to leverage the full value of 
cloud-based identity security, and the model will be the same, including the relationships between 
accounts, roles, and entitlements. 

Planning for success: Key considerations
As a leader in identity security, SailPoint has extensive experience building and scaling 
comprehensive identity security programs that evolve with your business. During the planning 
stages, our team will work hand in hand with your organization to understand your specific 
requirements, resource needs, and security constraints. We’ll make sure you have the right 
stakeholders and business units in the room to gather input and ensure everyone is included  
in the overall planning and process to drive a successful migration from day one. 

Multi-tenant SaaS Single-tenant SaaS or On-premise Deployment
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Executive sponsorship
When starting the journey to cloud-based identity security, it is essential to have executive 
sponsorship for a successful project at each stage of the journey. Beyond the technical aspects 
and functional requirements, the underlying value to the business must be clear from the start.  
That begins with understanding your core business drivers and both the short- and long-term 
financial impact such an upgrade will have on the organization. 

Accelerate your existing identity security program 
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The SailPoint Identity Security Cloud upgrade assessment program
After an initial kickoff meeting, the upgrade assessment process typically takes four weeks to complete. During that time, our team will 
engage a broad set of key stakeholders to understand your business drivers, discuss specific use cases, and work hand in hand with your 
team to build a comprehensive solution review and plan for your upgrade. 

Our Process

Business  
review

Discuss your identity security program goals, capture 
business requirements, and understand the current 
team’s structure. 

Product  
demo

Demonstrate SailPoint’s AI-driven Identity Security 
Cloud solution, including an overview of architecture, 
security models, and differences between our 
software and SaaS solutions.

Technical  
discovery

Discussion of your existing IdentityIQ configurations 
and discovery of additional technical requirements  
to allow SailPoint to develop a proposed solution.

Business value 
assessment

Review and validation of benefits associated with the 
SailPoint Identity Security Cloud solution. 
 

Solution review 
and plan

Review how the Identity Security Cloud solution 
addresses all current IdentityIQ use cases, including 
proposed approach and timeline.  

Executive  
readout

Summary of all components reviewed during the 
assessment, and the presentation of pricing details 
for customers to take back to the leadership team. 
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Key deliverables  
During the executive readout, your dedicated SailPoint upgrade team will share a comprehensive 
program overview, timeline, financial breakdown, and full solution review that aligns with to the 
requirements of your organization. These materials will be tailored to your organization based  
on the information gathered during the assessment process. 

•  Business value assessment
•  Implementation timeline
•  Solution review and plan

Next steps
The goal of Identity Security Cloud Upgrade Assessment Program is to set your team up for success 
as they start their journey to cloud-based identity security. After the executive readout, SailPoint will 
work together with your organization to formalize the next phases of the upgrade process, including 
a detailed statement of work and delivery timeline. 
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When considering a migration to SailPoint Identity Security Cloud, our dedicated team and 
experienced partner network is there to help educate and guide your team. 

How SailPoint can help

Are you ready to upgrade to 
SailPoint Identity Security Cloud?

Contact our team at SailPoint 
to start a complimentary 

upgrade assessment.

How mature is your  
identity security strategy?

Discover the 5 horizons of  
Identity Security to see where  

your organization sits.   
Learn More

mailto:saasupgrades%40sailpoint.com?subject=Tell%20me%20more%20about%20migrating%20from%20IdentityIQ%20to%20SailPoint%20Identity%20Security%20Cloud
http://
https://www.sailpoint.com/identity-security-maturity/


About SailPoint 
SailPoint is the leading provider of identity security for the modern enterprise. Enterprise security 
starts and ends with identities and their access, yet the ability to manage and secure identities 
today has moved well beyond human capacity. Using a foundation of artificial intelligence and 
machine learning, the SailPoint Identity Security Platform delivers the right level of access to the 
right identities and resources at the right time—matching the scale, velocity, and environmental 
needs of today’s cloud-oriented enterprise. Our intelligent, autonomous, and integrated solutions 
put identity security at the core of digital business operations, enabling even the most complex 
organizations across the globe to build a security foundation capable of defending against 
today’s most pressing threats.
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