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INTRODUCTION 
As federal public-sector organizations increasingly adopt cloud services and mobile applications 

to boost productivity and cut costs1, traditional perimeter-focused network defenses fail to 

combat the evolving set of cyber threats existing within an organization’s network. In today’s 

critical information technology (IT) environment, safeguarding data from interference by 

unauthorized users requires strong management of user identities and control of employee and 

partner access to IT resources. Whereas government agencies have historically relied on 

Common Access Cards (CAC), Personal Identity Verification (PIV) and username and password 

systems to manage network access, this “new normal” of mobile, cloud and other nontraditional 

entry points demands a broader approach to identity risk management. 

To mitigate the full range of identity risk, organizations must take a comprehensive identity 

governance approach that addresses each of the 5 As of identity security: authentication, 

authorization, administration, analysis and audit. Recognizing the importance of identity in 

securing critical IT assets, the Department of Homeland Security’s (DHS) Continuous 

Diagnostics and Mitigation (CDM) program focuses heavily on raising baseline federal identity 

governance capabilities such that agencies have visibility into the users on their network, the 

attributes those users maintain and the accounts they are authorized to access. Properly 

implemented, strong identity governance across federal agencies stands to “enhance detection 

of cyber vulnerabilities and protection from cyber threats.”2 

The Chertoff Group has reviewed various use cases of identity governance solutions, including 

and beyond those driving the DHS CDM program. Our research has explored security 

challenges facing public and private-sector organizations including insider threats, compliance 

with a complex and growing regulatory landscape and management of the employee lifecycle—

particularly with sensitivity to common public-sector operational challenges such as budget 

constraints and talent shortages. In this white paper, we go further, leveraging direct feedback 

from governance customers and implementation partners to identify where governance 

platforms deliver the greatest security and business value to their customers. 

Real users are deriving value from the everyday challenges their governance platforms enable 

them to address. But what motivated agencies to implement identity governance solutions in the 

first place? What use cases have they found to be the most valuable? What challenges and 

lessons learned can they offer to agencies that have yet to take advantage of the resources 

available to them through initiatives like CDM? In this white paper, The Chertoff Group shares 

information learned through extensive interviews with operators and administrators to help 

government agencies identify where governance platforms can create the most value for users 

of varying levels of maturity. Through anonymized case studies of agencies at different stages 

of their identity governance implementations, this white paper reveals a distinction between 

instant and longer-term benefits of governance solutions and guides agencies that have yet to 

undertake implementations in developing roadmaps that will yield maximum results. 

 

                                                           
1 http://www.businessofgovernment.org/report/using-mobile-apps-government 
2 https://www.us-cert.gov/sites/default/files/cdm_files/FNR_CPM_OTH_NovWebinarSlides.pdf 
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IDENTITY GOVERNANCE AND THE FIVE AS 
A comprehensive identity governance approach delivers strong Authentication, in addition to 

Authorization, Administration, Analytics and Audit capabilities. Governance tools manage digital 

identity and access rights across multiple systems. They aggregate disparate data scattered 

throughout the IT network to control user access through functions including identity lifecycle 

and entitlements management, access certification, workflow orchestration and analytics, in 

addition to other ancillary functions such as role and policy management and auditing. 

 

Properly implemented, a governance-based approach enables IT officials to answer critical 

questions around identity security, including: 

• How are employees’ credentials provisioned? 

• How are employees authorized to access data and resources? 

• How are access request approvals themselves audited? 

• What is your approach to access certification and attestation? 

• How are those authorizations managed and updated within agencies as employee roles 

or attributes change? 

• How is access to privileged systems provisioned and managed?   

• Are Privileged Account Management (PAM) solutions tightly integrated with the rest of 

the identity management stack? 

• Are firm controls in place to prevent the creation of new “phantom” accounts? 

• How is access revoked when someone leaves a government agency, ensuring “orphan” 

accounts do not persist? 

• With a blended workforce of employees and contractors, how are access and privilege 

consistently managed through a unified approach?  
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A comprehensive identity governance approach that addresses each of the above critical 

questions not only enhances security and eases compliance, but also drives operational 

efficiencies by automating formerly manual functions. Securing identity becomes the great 

enabler, closing common security vulnerabilities while keeping costs low, reducing burden on 

limited IT security staffs and extending the lifecycle of legacy IT infrastructure by operating an 

open platform that accommodates aging hardware. However, are agencies at different levels of 

cyber maturity and IT sophistication able to leverage governance platforms to reap these 

benefits? At what point in their implementations can they answer these critical questions? 

EARLY-STAGE IDENTITY GOVERNANCE 

IMPLEMENTATIONS 

 

 

 

 

Recognizing the risks associated with potential interruption of its provisioning system, this 

agency was principally concerned with procuring a solution that matched its previous system’s 

automated process of granting appropriate account access—ensuring employees had only the 

necessary resources to perform their job functions.  

Prior to its implementation, Agency 1 lacked a central group responsible for access request 

reviews. Neither account administrators nor active directory managers viewed themselves as 

having this oversight authority. By applying unified governance to all provisioning processes, 

Agency 1 ensured its users acquired only needed access to systems and applications across its 

data center, cloud and mobile environments—thereby eliminating the need for manual access 

reviews altogether. Once integrated with connectors for various systems and applications, 

Agency 1’s governance solution not only replaced slow, error-prone manual reviews with 

automated provisioning, but also began validating access requests in accordance with 

established polices to prevent violations and maintain strong security and compliance postures. 

This automation increased business productivity by unburdening IT security personnel and 

lowering the ongoing expense of manual user administration. 

With its provisioning solution operational, Agency 1 began to more thoughtfully consider the 

breadth of functionality available from its governance implementation, and identified insider 

threat as a particularly compelling use case to pursue. Using the platform as a provisioning-only 

solution, Agency 1 received initial reporting on its active directory infrastructure that revealed 

“people in administrator accounts that aren’t administrators,” “groups that haven’t been touched 

in seven to eight years,” “groups with no members,” “old vendor accounts still lying around” and 

“accounts with a high potential for exploitation.” With negligent and malicious insider behavior 

accounting for 43 percent of all data loss3, organizational vigilance surrounding access to 

                                                           
3 https://www.infosecurity-magazine.com/news/insider-threats-reponsible-for-43/ 

A small financial regulatory agency (“Agency 1”) procured and implemented an on-

premises identity governance solution when the provider of its legacy provisioning 

tool was acquired. At the time, the agency sought only to source an exact, apples-to-

apples replacement of the functionality it derived from its provisioning system. It 

considered its procurement of a governance platform as a “point-in-time solution” to 

help manage the employee lifecycle. SC
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sensitive data and applications has become an increasingly important component of enterprise 

security strategy.  

Identity governance solutions leverage single sign-on portals that enforce strong credentials for 

end users across organizations to minimize inappropriate access to sensitive corporate data. 

These solutions can further enable access to data and applications residing on-premises and in 

the cloud, and automatically revoke that access as appropriate. These processes minimize 

exploitation of dormant accounts that hackers typically exploit to access and disclose sensitive 

data while hiding their tracks. Identifying orphan accounts and instances of over-privilege are 

important steps toward reducing an agency’s insider risk surface, and remediating these 

conditions cannot be done manually. As Agency 1 noted, “this is something you can only 

achieve with governance.” 

Asked what advice it would offer to agencies that have yet to implement an identity governance 

solution, Agency 1 advised developing a long-term vision for the implementation at the outset of 

the project—defining clear objectives and business cases, rather than focusing on a single 

short-term problem requiring immediate attention. Agency 1 encouraged other organizations to 

consider the full scope of identity governance use cases to establish an implementation 

roadmap that aligns their identity governance strategy with their business goals. Doing so 

positions agencies to achieve full value from their implementation over time. 

MID-STAGE IDENTITY GOVERNANCE 

IMPLEMENTATIONS 
 

 

 

 

While Agency 2 identified compliance and automation of user certifications as compelling use 

cases motivating its implementation of an identity governance solution, the ultimate driver was a 

push toward digital transformation. Indeed, in its consumer-facing capacity, Agency 2’s success 

depends in part on innovative digital business models that optimize consumer services and the 

collection and management of customer information. However, to ensure flexible, scalable and 

secure management of consumer identities, Agency 2 opted to start from within—inventorying 

its own employee accounts and defining roles and access rights to ensure appropriate, role-

based access to sensitive consumer information. 

Legacy CA Technologies and Oracle products proved too “heavy and complex” to meet Agency 

2’s goal of wrapping governance around identity and access management tools to define 

appropriate role-based access rights, prevent defined types of access and review user access 

privileges within applications. Configuring legacy products to perform the desired policy 

enforcement, separation of duty, access certification and application entitlement discovery 

would have required an untenable integration of point solutions in a space increasingly 

characterized by consolidation. 

A newly-created, consumer-facing independent agency (“Agency 2”) with little legacy 

infrastructure in place procured an identity governance solution to modernize “crude” 

manual processes and PowerShell scripts in a push toward digital transformation. 
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In undertaking a governance implementation, Agency 2, which only recently hit its five-year 

mark, found that it had not yet conducted the upfront role definition necessary to derive quick 

value. Governance platforms help organizations define and enforce user access policies and 

automate the process of reviewing user access rights across the organization. This is done by 

initiating campaigns for business managers to approve or revoke access as part of a centralized 

governance program. To position governance platforms to achieve these effects, agencies must 

first define the roles and requirements of their user types. By virtue of its creation only a few 

years ahead of its governance implementation, Agency 2 had not yet fully defined the job 

functions and access privileges of its eight to 10 different user types, including employees, 

interns, unpaid interns, auditors, detailees and others. Before putting in this requisite legwork of 

making business and security judgments around role definitions and associated access 

requirements, Agency 2 could not instantly benefit from one of the significant innovations of 

governance products—the ability to review and either confirm or remove individual users’ 

access within an application or platform. 

Fortunately for Agency 2, its governance platform assisted in automating the very role definition 

needed to facilitate higher-level functionality surrounding review and remediation of access 

privileges. Through pattern analysis, the system isolated similarities in access among users with 

common characteristics and built out associated roles. While these roles required validation 

from knowledgeable business leaders, the automated process eliminated some of the heavy 

lifting otherwise associated with role engineering. 

To ensure a smooth implementation process, Agency 2 underscored the importance of 

“legwork” in rolling out new applications and services. They urge agencies that have yet to 

implement identity governance solutions to spend time on fundamental role engineering upfront 

to avoid complex entitlement discovery over the course of the implementation. Based on its 

experience, Agency 2 noted that meeting a minimum set of defined requirements prior to 

undertaking an implementation prevents IT teams from having to “swim upstream” and 

increases the pace of value creation. 

LATE-STAGE IDENTITY GOVERNANCE 

IMPLEMENTATIONS 

 

 

 

 

Whereas Agencies 1 and 2 have yet to reach the point-of-maturity in their governance 

implementations to derive significant compliance benefits, Agency 3 identified compliance as its 

primary reason for procuring an identity governance solution. The federal government’s 

information systems contain information that, by law, must in some cases be publicly-accessible 

and in other cases tightly controlled. FISMA defines a comprehensive framework for 

establishing and monitoring the security of federal information systems, including facilities 

In a 2014 audit, an independent federal regulatory authority (“Agency 3”) failed to 

comply with certain federal Information Security Management Act (FISMA) 

requirements to define enterprise roles. Rather than source a narrow point solution to 

improve its permissions management, this agency undertook a broader effort to 

address fundamental governance issues. SC
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security, training, and identity and access management for operating systems and the 

applications and databases they run.  

Together with pre-existing guidance from the Office of Management and Budget (OMB) and the 

National Institute of Standards and Technology (NIST), FISMA requires executive agencies to 

provide guidelines for selecting and specifying security controls for information systems. NIST 

Special Publication (SP) 800-53, the industry standard for compliance, provides the 

recommended security controls for federal information systems and organizations and serves as 

a key component of FISMA compliance. With over a hundred distinct controls, however, 

completely satisfying SP 800-53 is a challenge for even the most adept organization.  

Of the main Security Control Families contained within NIST SP 800-53 (captured in the below 

table), a proper identity governance platform will address those highlighted: 

ID FAMILY ID FAMILY 

AC Access Control MP Media Protection 

AT Awareness and Training PE Physical and Environmental Protection 

AU Audit and Accountability PL Planning 

CA Security Assessment and Authorization PS Personnel Security 

CM Configuration Management RA Risk Assessment 

CP Contingency Planning SA System and Services Acquisition 

IA Identification and Authentication SC System and Communications Protection 

IR Incident Response SI System and Information Integrity 

MA Maintenance PM Program Management 

 

These requirements assume a level of understanding among agency officials of the risks 

surrounding their organization and the security controls in place to protect their information 

systems. Identity solutions rooted in governance deliver this needed transparency. By viewing 

identity at the entitlement level, identity governance solutions give organizations the ability to 

quantitatively assess which users and applications represent the greatest threat for 

noncompliance. This type of risk-based approach also gives organizations the ability to measure 

their risk over time and demonstrate that controls are working and reducing compliance 

exposure. 

FISMA compliance requires agencies to focus on identifying and focusing on the small 

percentage of the user population where business risk typically resides. In 2014, Agency 3’s 

then-homegrown access control system failed to isolate these users. However, by implementing 

a governance solution, Agency 3 was able to build out user role definitions, tie entitlements to 

individual identities, and enforce granular access control to critical systems. These 
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enhancements have not only streamlined FISMA compliance, but also facilitated buy-in from 

agency executives focused on isolating high-risk users and better managing insider risk. 

Agency 3 procured an identity governance platform to streamline compliance with federal 

regulatory requirements and is now projecting forward to its desired end-state. Agency 3 hopes 

to leverage its enhanced user access controls to track internal movements of employees 

between offices and ensure that transient employees do not retain unnecessary permissions. By 

looking beyond short-term compliance goals and focusing on this newly-defined end state, 

Agency 3’s leadership and IT team are better able to budget for requirements that will help 

achieve business results. 

CONCLUSION 
The Chertoff Group’s interviews revealed that organizations engaged in identity governance 

implementations vary in deployment maturity and, relatedly, find value in different use cases. 

The least mature organizations surveyed—those in the earliest stages of their 

implementations—use their governance platforms to automate certain manual elements of 

provisioning or legacy homegrown solutions. The moderately mature organizations surveyed 

use governance solutions to manage access privileges and are in the early stages of developing 

roadmaps to exploit the additional functionality they know governance to offer, including insider 

threat and compliance benefits. The most mature organizations surveyed are deriving 

operational and compliance benefits from their governance implementations, and have well-

developed plans with clear goals and metrics to continue deriving additional value from new use 

cases. 

While all agencies interviewed highlighted immediate, out-of-the-box value derived from their 

governance implementations, they spoke to the importance of understanding the 

implementation process as a journey, not a deployment with discrete start and end dates. They 

advised agencies that have yet to procure governance solutions to expect strong provisioning, 

lifecycle management, insider threat and compliance efficiencies over time, but underscored the 

importance of developing plans for doing so at the outset of the implementation process, as 

achieving these efficiencies takes time, buy-in from agency leadership and cooperation from 

multiple business units. Despite their differing levels of maturity, all agencies interviewed offered 

the following common pieces of advice to ensure a successful governance implementation: 

1. Frame the implementation in terms of its business value and ability to generate 

organizational improvements; 

2. Identify a single executive sponsor with a strong understanding of identity security and the 

resources required to implement a governance strategy;  

3. Collaborate across business units and solicit buy-in from business owners across the 

organization; 

4. Leverage partnerships for help building an implementation roadmap; 

5. Perform upfront work on the following to minimize complexity at the outset: 

a. Define effective reporting metrics; 

b. Build and define user roles and associated access rights; 

c. Maintain a consistent feature and application change management process; and 

6. Understand that identity governance is a journey, not a destination. 
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Attention to these recommendations will position agencies to derive fuller and more immediate 

value from their governance implementations, ultimately allowing them to better protect their 

networks and serve the American people. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
Taken from the Source 
 

 

10 
 

ABOUT THE CHERTOFF GROUP 
The Chertoff Group is a premier global advisory firm focused on security and risk management. 

Founded in 2009, The Chertoff Group helps clients grow and secure their enterprise through 

business strategy, mergers and acquisitions and risk management security services.  

With a particular focus around security and technology, The Chertoff Group provides a broad 

array of professional services to help our clients at every stage of the business lifecycle. We 

leverage our deep subject matter knowledge around important policy matters and security 

operations to build and execute effective strategies that enable companies to capture new 

opportunities and create lasting competitive advantage. For those organizations that require 

tactical security support, we work hand-in-hand with clients to better understand today’s threats 

and assess, mitigate and monitor potential dangers and evolving risks in order to create more 

secure environments for their business operations.  

 

Headquartered in Washington D.C., The Chertoff Group also maintains offices in Menlo Park and 

New York City. For more information about The Chertoff Group, visit www.chertoffgroup.com. 

© The Chertoff Group. All rights reserved. 

 

ABOUT SAILPOINT 
SailPoint, the leader in enterprise identity management, brings the Power of Identity to customers 

around the world. SailPoint’s open identity platform gives organizations the power to enter new 

markets, scale their workforces, embrace new technologies, innovate faster and compete on a 

global basis. As both an industry pioneer and market leader in identity governance, SailPoint 

delivers security, operational efficiency and compliance to enterprises with complex IT 

environments. SailPoint's customers are among the world’s largest companies in virtually every 

industry, including: 9 of the top banks, 7 of the top retail brands, 6 of the top healthcare providers, 

6 of the top property and casualty insurance providers, and 6 of the top pharmaceutical 

companies. 

SailPoint: The Power of Identity™ 
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ADDITIONAL RESOURCES 
 

 

 

 

The “Cybersecurity Sprint” of July 2015 marked an important step toward 

improving the security of federal IT systems. federal agencies focused on 

closing vulnerabilities associated with passwords and encouraging adoption 

of two-factor authentication to mitigate risks associated with credential theft. 

But it is important that agencies not proclaim to have “solved” identity security 

simply by checking the two-factor authentication box. Securing Identity Does 

Not Stop with Strong Authentication seeks to inform the conversation around 

the importance of identity governance for federal agencies.  

In response to the increasing incidence of authentication-based cyber-

attacks—primarily exploiting the myriad weaknesses associated with 

passwords—policymakers around the world are developing policies and 

regulations focused on driving adoption of multi-factor authentication (MFA) 

solutions that can reduce password-based attacks and better protect critical 

transactions, data, communications and infrastructure. Strong 

Authentication in Cyberspace examines the state of threats associated with 

weak authentication, reviews the technologies available to address these 

threats, and outlines eight key principles for governments to consider as 

they craft authentication policies and initiatives. 

No longer just a security buzzword, “insider threat” has become an enterprise 

concern commanding executive-level attention. At its core, insider threat is 

an identity issue: malicious insiders have been granted some level of 

authorized access and can be harder to detect than bright-line cases of 

unauthorized access or intrusion. Stopping the Insider Threat seeks to inform 

the conversation around the importance of identity governance in protecting 

against insider attacks by closing common gaps in enterprise IAM strategies. 

http://chertoffgroup.com/files/docs/SailPointChertoffGroupWhitepaper103-16-16FINAL.pdf
http://chertoffgroup.com/files/docs/SailPointChertoffGroupWhitepaper103-16-16FINAL.pdf
http://chertoffgroup.com/files/docs/StrongAuthenticationinCyberspace_8KeyPrinciplesforPolicymakers.pdf
http://chertoffgroup.com/files/docs/StrongAuthenticationinCyberspace_8KeyPrinciplesforPolicymakers.pdf
http://chertoffgroup.com/files/docs/StoppingTheInsiderThreatWhitepaperChertoffGroupSailPointFINAL.pdf

