4 SqilPoint

INTEGRATIONS | IDENTITYNOW

Stay productive and secure
with SailPoint for Slack

Enterprises are constantly adding new cloud applications and tools to their organizations as
part of ongoing efforts to innovate and adapt.

However, these well-intentioned efforts can have adverse effects on employee productivity
and security when organizations aren’t properly managing access to those applications. A
recent study showed that, on average, a typical enterprise organization has more than 1,200
cloud services.

The employee onboarding process is especially vulnerable to potential access security risks.
When joining an organization, new employees can experience significant learning curves
while navigating multiple new applications.

At the same time, they're also getting used to a new organization and new ways of doing
things so that they can excel in their jobs. It's not surprising that overall productivity,
efficiency and even security awareness tends to take a backseat amid all the back-and-
forth activity required.

About SailPoint and Slack

Organizations rely on collaboration tools like Slack so workers can stay productive,
communicate more efficiently, and easily share data and resources. SailPoint understands
this — and especially the importance of bringing identity security into the application
ecosystem.

We've integrated SailPoint’s advanced enterprise identity security capabilities within
Slack, effectively helping organizations eliminate the manual effort required to bounce
between applications. We help enterprises create a more efficient process for user access
— while preserving important organizational security postures and helping to ensure
compliance — all from within one of the apps employees use the most.


http://www.sailpoint.com
https://www.atlassian.com/blog/technology/understanding-the-risks-and-benefits-of-shadow-it
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How We Help

The SailPoint/Slack integration for IdentityNow delivers enterprise identity security where
your teams already are — their Slack workspace. This collaboration gives users access
to corporate resources anytime, anywhere from within Slack — eliminating the need to
continuously switch between multiple applications to request access.

Managers can also easily approve access requests from within Slack, ensuring secure
access is both seamless and user-friendly. Administrators and reviewers can also track
and gain insights into certification campaigns via notifications that include deep links to
IdentityNow for the opportunity to view more details.

The SailPoint/Slack integration means that employees can stay productive from within the
tool they use the most, all while maintaining strict governance and compliance controls.
These benefits are also accessible through the Slack mobile app, giving users secure access
whether they are at their deck, or on the go.

Key Benefits

With the SailPoint for Slack application, users can:

* Make application, role, or entitlement requests right within Slack, and increase
productivity and efficiency.
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* Eliminate the manual effort involved with switching between multiple applications.
» Speed up the user access process: Shorten access request cycles for reviewers via an
easy, seamless process to approve or deny requests.



Datasheet
Stay productive and secure with SailPoint for Slack

5:28 New access request is awaiting approval

John.Blue is requesting Box with Box Regular user access. To view the details of the
request, go to the Home tab - My approvals.

Reason for requesting:
Hello - | am requesting access to Box so | can collaborate on documents with other
members of my team. Thanks!

Approve Deny Reassign

* Reducerrisk of internal policy violations with separation of duty support that auto-
delivers violation warnings to requesters and reviewers, as applicable. Reviewers are
also able to view violation details.

* Get aDaily Summary with a convenient, consolidated view of updates and any required
user actions, like certification campaign reviews and access request approvals.

The SailPoint IdentityNow and Slack integration gives organizations greater flexibility and
productivity with a clear focus on identity to give employees secure, quick, seamless, and
appropriate access to the essential business resources they use the most.
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About SailPoint

SailPoint is the leading provider of identity security for the modern enterprise. Enterprise security starts and ends with
identities and their access, yet the ability to manage and secure identities today has moved well beyond human
capacity. Using a foundation of artificial intelligence and machine learning, the SailPoint Identity Security Platform
delivers the right level of access to the right identities and resources at the right time—matching the scale, velocity,
and environmental needs of today’s cloud-oriented enterprise. Our intelligent, autonomous, and integrated solutions
put identity security at the core of digital business operations, enabling even the most complex organizations across
the globe to build a security foundation capable of defending against today’s most pressing threats.
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