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The State of Identity Security 2023:
A Spotlight on Healthcare

Hospitals and healthcare organizations face multiple challenges as they strive to innovate, quickly
enable clinician access, and secure their organization. However, continuous data breaches,
staffing shortages, and manual processes have all threatened their mission.

The SailPoint’s State of Identity Security 2023: A Spotlight on Healthcare* uncovers the current state

of identity security within the healthcare industry and what the future of identity security might look
like in 2023 and beyond.

Costly Data Breaches
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93% of healthcare organizations have 43% of those who have faced a breach report
faced a breach in the last two years. operational downtime. This may result in costly
ramifications in delayed patient care, revenue,
and clinician satisfaction.

Managing access manually

is time-consuming.

IT professionals in healthcare spend
a great deal of time managing
access and permissions for all

identities in their organization. Over
HOURS the course of the year that's nearly

A WEEK 800 hours.

'I 49% of respondents indicate
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that they want to increase
efficiency and optimize on 0/ Ll @
. manual processes. 0 ]

There are so many contractors/engineers and
non-employed staff like interns, or medical staff
rotations. They need to be onsite for a day/week/month
with very specific access and then leave again. Lots of
time and effort goes into these vs. normal staff.

Director ISD Compliance & QA, US

Prioritization of identity security.

of respondents report having a workforce identity security/identity
governance administration (1IGA) in place. This reflects how vital it
is to govern access to technology resources within healthcare.

Identity security is high on the agenda within healthcare: Nearly all
(95%) of surveyed healthcare IT and IT security decision makers say
that it’'s either a relatively important, critical or the number one
investment priority for their organization.
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Read the White Paper

As the leading provider of identity security for the modern enterprise, SailPoint empowers
healthcare to put identity security at the core of their organization. Through the power of
Al-driven Identity Security, SailPoint saves time over manual processes and more effectively
secures access to clinical applications and data.

www.sailpoint.com/healthcare
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