The Threat Is Real: The State

of Cybersecurity in Utilities

Critical infrastructure like utilities are prime targets for foreign and domestic
threat actors. As utility providers modernize through automation and
digitized connections, they open the door to increased cyberattacks —

by outside entities or from inside the walls — requiring an updated
approach to identity security.

In recent years...

Utilities have been a prime target for cyberattacks:
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The consequences of a breach were severe:
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Identity security is critical to protecting utilities:

of data breaches of utility providers compromised employee password
at utility providers experience compromised caused the hack that took down
involve internal actors’ employee credentials?® one of the largest natural gas

pipelines in the United States

Areas of opportunity:

The good news is there are three clear strategies utility providers can use to begin
creating a smarter approach to identity security:
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Workers are the new perimeter. Identity security is
the new firewall. And automation is the

key to success.
Who has access to what?
Identity security AT e 5
helps answer o should have access?
three critical
questions: How are they using their access?

Utility organizations that use SailPoint to automate
identity processes can reduce costs, increase
visibility and improve compliance and security.
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Help ensure sensitive data and critical See and control user access to all
applications are accessed by the applications and data - in the cloud,
right people in the right locations on-premise and in legacy systems - to

enable increased security and compliance

Learn more.

See how SailPoint and PwC are helping the utilities industry create more
secure, more efficient, more compliant identity security systems.

Download the white paper.
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