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Customer Success

Orrstown Bank
Finds Cost and Time
Savings with IdentityNow

Overview

Orrstown Bank started as a local bank in 1919 in
Orrstown, PA. It has since grown to 28 locations and
in 2009 - in its 90th year of business - it became

a publicly traded company. As an organization
with nearly $1.3 billion in assets, Orrstown Bank
understands the need for compliance while also
securing their business on a day-to-day basis.

Challenge

Banking is built upon the transactions it performs
daily, and Orrstown Bank needed a solution that
could be quickly deployed while also protecting
the data and integrity of its transactions. They

also needed a solution that could connect to their
hundreds of applications and enable their business
users to do their job more efficiently through
automated access certifications, and password
management.

Solution

With SailPoint IdentityNow, Orrstown Bank
was able to streamline their security

processes and reduce the time it takes to
certify access by 2000 hours per year.
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For organizations, answering the question
of “who has access to what” applications
and data the organization maintains is

of paramount importance. Especially for
highly-regulated companies such as
Orrstown Bank, being able to answer this
question at any moment not only aids with
compliance efforts, but also mitigates risk
across the entire business.

Orrstown Bank understands the threats
that it faces as a financial institution, but
with its hundreds of applications — many
of which that are critical to the bank’s
operations — finding the right solution that
could work with them posed a challenge.
While protection of data and integrity of
transactions is the bank’s top concern, they
also needed a solution that could quickly
be deployed, was easy to use for its 400
business users in 28 locations, and had a
quick time to value. SailPoint had just the
solution: IdentityNow.

Start with the Most
Complex

Leveraging SailPoint’s expertise, Orrstown
Bank began their IAM endeavor with the
highest-risk and most complex areas of
their technology stack. In under 2 months,
they had deployed IdentityNow to automate
access certifications and password
management for most of their primary
applications and have since expanded

the platform to include well over 100
applications.

By focusing on the areas with the most
entitlements, those with entitlements that
changed the most frequently, and with

the highest numbers of users, Orrstown
Bank was able to secure the most

sensitive information while simultaneously
determining the most efficient and effective
procedures and processes. Now, connecting
to and becoming secured through
IdentityNow is automatically included in

the process of any application that they
deploy. This change from previously being
a discretionary process has helped to
further secure access to the organization’s
sensitive information and mitigate the risk
of a data breach.

The Impact of and
Moving Forward with
IdentityNow

By deploying SailPoint, Orrstown Bank
expects to reduce calls to their helpdesk;
the challenge is getting employees to
consistently use the system. Those that
have provided (and regularly do provide)
feedback have said that it “has greatly
simplified their life and they don’'t know
how they lived without it.” Orrstown has
also reduced the time it takes to certify
access by 2,000 hours a year. Perhaps
most importantly, they can now answer
the question “who has access to what” at
any point. This has eased the creation of
role models, which has made it easier to
terminate access when employees leave
the organization. This further streamlines
the processes associated with audits and
compliance.
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Orrstown Bank is continuing to expand its deployment with IdentityNow and solve its biggest
challenge: employee education. But with SailPoint’s support and IdentityNow to continue
saving both time and money for the business, Orrstown Bank is now more secure than ever
before.

Orrstown is growing quickly and as such we expect
the already complex nature of IAM to become
more complex. SailPoint’s IdentityNow gives us a
scalable solution that provides robust controls to
manage user access.

Andrew K. Linn
SVP, Chief Information Security Officer,
Orrstown Bank
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About SailPoint

SailPoint is the leading provider of identity security for the modern enterprise. Enterprise security starts and ends with
identities and their access, yet the ability to manage and secure identities today has moved well beyond human
capacity. Using a foundation of artificial intelligence and machine learning, the SailPoint Identity Security Platform
delivers the right level of access to the right identities and resources at the right time—matching the scale, velocity,
and environmental needs of today’s cloud-oriented enterprise. Our intelligent, autonomous, and integrated solutions
put identity security at the core of digital business operations, enabling even the most complex organizations across
the globe to build a security foundation capable of defending against today’s most pressing threats.
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