
Why manufacturing cyber-resilience requires 
an identity-first security strategy 
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More profitable than
the global trade of all
major illegal drugs
combined.

If measured as a
country, cybercrime
would rank 3rd to the
US and China.

of manufacturers indicated
overprovisioning increase their

cyberattack vulnerability.2 

81
of manufacturing executives reported

an identity-related cybersecurity
breach within two years.2 

63
of manufacturing cyberattacks

are targeted, which can threaten
operational uptime.2 
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Access management falls 
short because threat actors 
steal credentials via:

Phishing
Social engineering

Key logging malware

Credential stuffing

Actors target privilege
access for elevated
permissions, allowing:

Network control

Deep system infiltration

Data exfiltration

62% indicated the 
reason why their 
company was attacked 
was employee 
motivated2  

60% believed their 
attack was driven 

by competitive 
espionage2

74% of data breaches 
involve access to a 
privileged account4 

74% confirmed that 
machine identities are 
more difficult to 
manage than human 
identities2

47% of respondents 
now possess a policy 
to pay the ransom, 
versus 34% in 2022 5

Almost 30% of 
workforce identities 

and 40% of 3rd 
party identities are 

not governed3 
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become more mature with key findings and critical 
insights from our 2024 State of Identity Security in 
Manufacturing report. 

Help your identity security program

Get the report

Manufacturing resilience requires an identity-first strategy.
Here's how we can help. 

staff onboarding process
was reduced from 10 days7

workflows automatically
managed8

reduction in manually
provisioned support tickets8 
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