
Identity Day
The Non-Employee Dilemma
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What are non-employees?
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Non-employee access is more complex
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IT
HR

Internal 
sponsor

External 
sponsor

Internal 
manager

Non-Employee

• More complicated than 
onboarding an employee

• Homegrown systems or 
spreadsheets used

• These lack the features required 
to properly manage non-
employees

• Non-employees need solutions 
built with them in mind
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“We have users passing 
around network access 
details for someone no 
longer with that vendor.”

High risk

“Contractors leave but 
we don’t hear about it, 
and their access 
remains”

Lack of visibility

“External people often 
turn up for work and 
have no access which 
is a big cost to the 
business”

Inefficient processes

“We had an audit 
finding because we 
didn’t know what 
contractors had access 
to what, or why.”

Painful audits

Non-employee 
access governance
challenges

• Shared, overprovisioned, and 
orphaned account access 

• Unreliable data

• Excessive spend

• Duplicate identities 
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51%
Organizations that 

have experienced a 
data breach 

caused by one of 
their third parties

$4.29M
Average cost of a 

third-party 
breach 63%

Organizations 
that don’t have 
visibility into the 
access given to 
non-employees

Yet, most haven’t 
addressed the 
risk
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Stats from A Crisis in Third-party Remote Access Security & Cost of a data breach

Stat from The State of Supply Chain Defense

74%
CIO, CISO, and CTOs that 
believe there’s a lack of 
understanding across 

their business that 
non-employees are part 

of their cybersecurity 
posture

A%20Crisis%20in%20Third-party%20Remote%20Access%20Security
https://www.ibm.com/reports/data-breach
bluevoyant.com/resources/the-state-of-supply-chain-defense-2022


Non-Employee Risk 
Management

6©2023 SailPoint Technologies, Inc.. All rights reserved.



The non-employee objective
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Non-Employee

Extend advanced identity security controls so 
customers have the same visibility with non-
employees as they do with their employees.

By ensuring non-employee access is granted 
only to the right identities at the right time, 
organizations can be confident that no identity 
has been forgotten.



Answering 3 critical questions
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Why
is the access 

required?

When
is the access 
appropriate?

Who are the non-employees 
that need access?

Non-employee
identity

governance



Identity security for non-employees
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Non-employee pain point The SailPoint difference:
Non-Employee Risk Management 

Lack of visibility
“I can’t see all the external third-party workers that are 
assigned to a project or see all the contractors that work 
for a specific vendor and have access to our systems 
and data.”

Centralized and scalable identity solution
Gain full visibility into every non-employee identity, including their 
relationship with your organization and assignment details via a 
centralised and scalable solution for all third-party non-employees
to accurately inform your access decisions.

Unreliable data
“How do I get reliable identity data on my 
non-employees so I can meet my IAM strategy?

Enables collaboration
A system for all your non-employees, utilising data that is quickly 
and easily captured by both internal and external users, who can 
contribute lifecycle information.

Ad Hoc/inefficient processes
“It takes too long to onboard our third-party non-
employees, so shortcuts are taken.”

Process orchestration
Flexible, ‘no-code’ workflows for onboarding, offboarding, and daily 
lifecycle management.

Painful audits
“We still manually pull our third-party user identity 
data for compliance audits.”

Documents lifecycle management 
Demonstrate compliance easier and faster for all third-party, non-
employee identities.

Risk
“Third-party breaches are up 67% across our industry.”

Risk scoring
Set an individual’s identity risk score by specific attributes and 
relationships to have a better understanding of the risk that each 
non-employee poses to your organisation.



What does it look like?
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Recap: What we just saw
A collaboration portal accessible by both internal and external parties

Flexible workflows and customizable forms that follow your business processes

Ability to collect additional identity access-related information if needed

Acceptance of NDAs and Acceptable Use Policies before granting access

Automated provisioning ensures contractor productivity on Day One
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Want to know more?
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• Improve non-employee onboarding experience
• Existing homegrown solution/process lacks strong security 

controls, won’t scale (ex. Excel spreadsheet, custom build)
• HRIS are not built with non-employees in mind (ex. Don’t offer 

delegated administration; expensive)
• 3rd parties deprovisioning capability
• Audits are painful; compliance is a challenge

Key Use Cases



Non-Employee Risk Management is available as an advanced 
solution with the SailPoint Identity Security Cloud
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Business
Comprehensive collection of capabilities to start 

an identity journey built with AI & ML.

Business Plus
Comprehensive identity security suite built with AI and ML to 

discover, secure, and manage identities across an entire 
hybrid infrastructure.

ADVANCED 
SOLUTIONS

Access Requests 
& Approvals

Access Requests 
& Approvals

Access 
Insights

Access
Insights

Access 
Modeling

Automated 
Provisioning

Automated 
Provisioning

Cloud Access
Management

File Access 
Manager

Password 
Management

       Access       
 Recommendations

Access Risk 
Management

SaaS 
Management

Separation-of-
Duties

Separation-of-
Duties

Access 
Certifications

Access 
Certifications

       Access       
 Recommendations

SaaS 
Workflows

SaaS 
Workflows



The difference is at the core
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Unmatched intelligence

Intelligent 360º visibility and insight so you can 
adapt and ensure the security of every identity

Frictionless automation
Automate and streamline identity processes to 
better discover, manage, and secure user access 
to both employees and non-employees

Comprehensive integration

Seamless integration that extends your ability to 
control access across your hybrid environment 
and your evolving enterprise



Why SailPoint for identity security?

28©2023 SailPoint Technologies, Inc.. All rights reserved.

The most 
comprehensive end-to-

end identity solution

Leaders in identity 
governance

SailPoint identity 
platform

Cloud-first
identity

Identity for the 
modern enterprise

Positioned as a 
leader in every 
Gartner IGA MQ

Positioned as a 
leader by Forrester 
& KuppingerCole

95% customer 
satisfaction rate

Pioneered
identity built on AI & 

machine learning

Cutting edge in 
non-employee and 
non-human identity 

security

Govern cloud &
on-premises access 

across all users, 
applications, data & 
cloud infrastructure

100+ connectors providing 
connectivity to 99% of 

all applications and data

Out of the box & 
ready to deploy, yet 

adaptable to any 
enterprise
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Thank you!


