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ING DIRECT Australia Effectively 
Meets Compliance and Security 
Demands with Governance-Based 
Identity and Access Management
ING DIRECT began operating in Australia in 1999 and quickly grew to become one of the country’s leading 

retail banks. Today, it is an established and reputable household name with $24 billion in deposits, $37 billion 

in loans and over 1.4 million customers. Central to the bank’s success is its focus on innovation in just about 

every area of its business model to achieve three key outcomes: a great customer experience; a bank that is 

simple to operate and interact with; and a consistently low cost-base. 

This culture of innovation extends to ING DIRECT’s application of IT: the bank is always exploring innova-

tive ways to reduce complexity, improve the effectiveness of core processes and optimise how it operates. 

A prime example is its proactive approach to strategic identity and access management (IAM). To ensure its 

operational environments are secure and robust (which has a direct impact on customer experience and thus 

brand reputation) and that it manages its IT risks effectively to achieve compliance, the bank chose to deploy 

SailPoint’s next-generation identity governance solution, IdentityIQ.

Within 90 days of the IdentityIQ project commencing, ING DIRECT Australia had implemented 

an IAM system that has enabled it to:

• Unify and consistently enforce access control-related business policies and processes 

to better manage risk;

• Apply preventative and detective controls to streamline identity-related compliance 

and audit activities;

• Automate cumbersome and error-prone manual processes for user access reviews; 

• Identify and correct separation-of-duty (SoD) violations as part of the user  

access review process;

• Gain visibility into user access entitlements and privileges;

• Improve the effort associated with executing a certification cycle by 98%, from 184 hours and two staff 

members to 4 hours and one staff member.

OVERVIEW

ING DIRECT is the world’s lead-
ing direct savings bank and is a 
subsidiary of ING Group, holding 
a banking licence in Australia. 
The company pioneered online 
banking in Australia and is now 
the country’s fifth largest home 
lender with billions of dollars 
in deposits and mortgages. In 
today’s dynamic regulatory envi-
ronment, responding to new and 
changing compliance regulations 
and expectations remains a high 
priority for the company. 

CHALLENGE

As part of its ongoing efforts 
to maintain a sufficient level 
of governance, risk manage-
ment and compliance (GRC), 
ING DIRECT Australia needed to 
improve its user access controls. 
To this end, it created an Access 
Control Framework outlining how 
the bank would manage and 
control access to its informa-
tion resources, applications, and 
systems. The bank also needed an 
identity and access management 
toolset to support implementation 
of the Framework.

SOLUTION

With SailPoint IdentityIQ, ING 
DIRECT Australia was able to 
streamline complex identity and 
access management compliance 
processes, and automate a 
number of related activities, 
resulting in greater efficiency 
and improved quality and 
management of access controls.
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Strengthening User  
Access Controls

Like all Australian banks, ING DIRECT Australia is regulated 
by the Australian Prudential Regulatory Authority (APRA) 
and must comply with industry regulations including Basel 
II and Basel III. Also, since parent ING Group is a Dutch 
and US public company, it must be fully compliant with 
the rigours of Sarbanes-Oxley legislation (SOX). At the 
core of these information security mandates is the notion 
of access rights, that is, knowing “who has access to 
what,” in particular for critical applications and sensitive 
customer information, and ensuring access is in line with 
defined internal controls. 

Historically, ING DIRECT Australia assigned access 
rights to its applications and systems using a group and 
profile-based approach. However, a formal framework 
for the definition and maintenance of roles, groups and 
profiles had not been defined and documented. This 
impacted the bank’s ability to readily assess the appro-
priateness of access rights to applications and systems 
based on users’ job functions and responsibilities.

Proactive Risk Management 
and Compliance

The bank’s IT Security and Information Risk Management 
teams are responsible for information technology risk 
management and compliance across the organisation. 
To satisfy both regulatory and minimum standards of 
access control (as defined by the bank), the teams crafted 
an Access Control Framework (ACF) outlining how the 
bank would manage and control access to its information 
resources, applications and systems. 

A key component in the overall project was an identity 
and access management tool that would facilitate the 
automation aspect of the framework, starting with user 
access reviews and identity analytics and governance. 
Specifically, the bank identified the following business 
requirements that needed to be addressed by such a tool:
• Improve the efficiency of requesting and revoking  

access to assets;
• Simplify reviews of user access;
• Satisfy regulatory and compliance  

control requirements;
• Implement a role-based access request, review and 

control tool to manage user access across the organ-
isation, model business roles and associated system 
permissions, trigger manual provisioning activities 
and monitor and certify access initially for 30 key 
applications and systems;

• Complete user access reviews/entitlement  
certifications for the 30 in scope systems*; and,

• Provide automated workflows for access request  
management based on the current manual access  
request system.

* These systems were selected based on several criteria 
namely: their significance for SOX compliance; risk of 
information and/or functionality; complexity of access 
control; and size of user base.

The SailPoint Difference

After a thorough review of possible solutions, the bank 
chose SailPoint IdentityIQ because of its advanced identity 
governance functionality, as well as its business-friendly 
user interface and reporting capabilities. A key deciding 
factor for the bank was the identity management expertise 
that SailPoint IdentityIQ brought, as well as the company’s 
track record of delivering timely results for many of the 
region’s major banks and other blue-chip organisations. 

Previously, the bank addressed risk management 
and compliance around user access and certification 
through a manual access review process. This process 
was extremely labour- intensive with each new application 
under review requiring additional effort to prepare and 
undertake. It was cumbersome for business users to work 
with, where managers were emailed a spreadsheet per 
application under review and where the data from each 
system might be presented differently and with varying 
degrees of granularity. As a result, the quality of the review 
was not always high due to a lack of understanding and 
the inconsistency of data being presented for review.

Control and Visibility 

With SailPoint IdentityIQ, the bank’s goal was to automate 
and streamline the overall user access review process. 
In the first phase of the implementation, IdentityIQ was 
installed in one development environment and performed 
the necessary configurations to demonstrate functional-
ity for a single highly sensitive custom application. The 
project team began by importing user access data into 
IdentityIQ, and interrogating users and their entitlements 
in order to run a user and entitlement re-certification with 
supporting workflows. Following the success of this proof 
of concept (POC), IdentityIQ was expanded to 30 applica-
tions (in development, quality assurance and production).

Critical to the success of the project was the mapping 
of users to positions and identifying appropriate profiles 
and permissions for each. During implementation, it 
became apparent that the detailed technical roles and SoD 
policies previously defined by the bank were too restrictive 

CUSTOMER
SUCCESS STORY



3

and needed to be amended. As testimony to IdentityIQ’s 
flexibility and ease of use, the bank was able to revise 
them, with little external assistance, in under four weeks. 

Centralised Governance  
Across User Lifecycle  
Business Processes

One of the bank’s criteria for selecting IdentityIQ was 
its ability to leverage a unified governance model that 
underpins both compliance and user lifecycle business 
processes. This allows for application of preventative and 
detective controls, at access request time, and during user 
access review and SoD evaluation time, respectively.

Empowerment for the  
Business Users

Once the bank had cleansed its data and automated key 
processes, it was able to further streamline the access 
certification process by enabling business managers 
to more efficiently perform user access reviews. Line 
managers and applications owners are accountable for 
verifying whether their staff and/or privileged users have 
the right level of access. This allows them to view the 
actual access people have and address remediation of 
access if need be with ease and consistency.

ING DIRECT end users, responsible for performing user 
access reviews, have provided feedback that the IdentityIQ 
tool is simple to use and that reviews can be undertaken 
quickly. The information presented is clear and has the 
granularity to enable a reviewer to understand the level 
of access an individual has, prior to making a decision to 
approve or reject access. In some cases, the information 
presented to the asset owner also helped to identify seg-
regation of duty rules and subsequent application profile 
changes to clear the conflicts

Simplified Implementation  
and Reduced Costs for Fast  
Business Value

Within 90 days, ING DIRECT Australia had set up core 
infrastructure and launched a fully automated user access 
certification process for 30 critical applications and 1200 
active users. The bank issued a Request for Proposal 
(RFP) in March 2010; conducted a POC in May; statement 
of work preparation and scoping commenced in August; 
implementation commenced in September; the system 
went live in production in December 2010; and went fully 
live early February 2011. 

After completing the final phase of its ACF project,  

ING DIRECT Australia reported the following benefits:
• Decreased risk by enabling management’s ability to 

readily assess the appropriateness of access rights 
to applications;

• Improved turnaround times for user access reviews 
as a result of simplicity and efficiencies offered 
through the use of the IdentityIQ tool; and,

• Focus of responsibilities for identity access  
management and IdentityIQ system operation to  
one internal role;

Since then, the bank has integrated a further 30-40  
applications and it anticipates adding several platforms 
and databases in due course.

Lessons Learned

The importance of upfront analysis. Don’t jump into “just 
do it mode.” At the same time, however, avoid analysis 
paralysis. Prototyping and iterative development are 
valuable for gathering and refining detailed requirements, 
and ensuring that functionality (and hence business value) 
is delivered as early as possible.
Establish a governance committee and a working 
group from across lines of business  
To share best practices, processes, policies, and work 
streams. This is helpful as it allows different business units 
to share and leverage work and will accelerate enterprise 
level deployment.
Engage a small focused team for capability delivery 
Avoid engaging different organisations or teams and 
dividing the design, build and test responsibilities between 
them. Also, the technical delivery team works best if 
dedicated and centralised.
Engage a technical project manager 
In addition to a business sponsor/program manager, 
there is a need for a technical project manager who 
understands technology, and who has depth knowledge of 
governance, risk management and compliance. Ideally this 
person should also understand your environment and be 
able to guide the implementation team through company 
standards and policies. 
Engage Audit & Compliance  
If possible engage audit to work with you as early as  
possible and for them to be a joint stakeholder in  
the program.
Stick to your guns  
Hold true to the scope and the problem you are trying 
to resolve. It is easy to give into the temptation of taking 
short cuts just to get the project implemented. Stay 
focused and work through the challenges, the benefits are 
real and the will come.
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Featured SailPoint Capabilities 

F E AT U R E F U N C T I O N

Identity Data Aggregation Aggregates technical identity data scattered across multiple enterprise systems and 
transforms it into a centralized, easily understood and business-relevant format that’s 
accessible and actionable.

Identity Data Correlation Correlates user identities across systems and applications using rule-based algorithms.

Consolidated Certification  
Reporting 

Centralizes access data, including entitlements, roles and policy violations, across the 
organization and formats it into easy-to-read certification reports.

Automated Workflow Automates certification process for routing certification requests, including approvals, 
delegations and remediation requests.

Business-oriented  
Certification Process

Enables organization to distribute certification decisions to business users by 
simplifying the presentation of complex IT access data.

Closed-loop Remediation Ensures continuous compliance by sending automatic revocation requests to an 
automated or manual user provisioning system and validating that changes occurred.

Risk-aware Certifications Elevates identity risk scores for users who have not had timely certification reviews.

Featured SailPoint Capabilities

SailPoint IdentityIQ enables organisations to align access privileges with job responsibilities and to ensure that user access 

conforms to business and compliance policy. Its automated role mining and modelling approach streamlines the process of 

defining roles while its adaptive role model allows organisations to more easily model their unique business environments.

© 2015 SailPoint Technologies, Inc. All rights reserved. SailPoint, the SailPoint logo and all techniques are trademarks or registered trademarks of 
SailPoint Technologies, Inc. in the U.S. and/or other countries. All other products or services are trademarks of their respective companies. 0715-4575

About SailPoint

As the fastest-growing, independent identity and access management (IAM) provider, SailPoint helps hundreds of global 

organizations securely and effectively deliver and manage user access from any device to data and applications residing 

in the datacenter, on mobile devices, and in the cloud. The company’s innovative product portfolio offers customers an 

integrated set of core services including identity governance, provisioning, and access management delivered on-premises 

or from the cloud (IAM-as-a-service). For more information, visit www.sailpoint.com.
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