
PRODUCT BRIEF

How should CIEM and PAM 
Fit Into IGA Processes

Digital identities enable workers to have access to technology. Identity Governance 
and Administration (IGA) solutions, in turn, enable the management and governance 
of those identities and determine the access they have within an organization. In 
order for IGA solutions to do this, they need to tie all identities back to an authoritative 
source with employee attribute data (such as first name, last name, manager, cost 
center, location, etc.). This source is typically an HR system that can trigger events 
based on changes in joiner-mover-leaver status. The IGA solution, then, becomes the 
authoritative source for digital identities, including attributes such as email address, 
login credentials, roles, and access. 

Some types of access require additional details and functions outside of what an IGA 
solution can provide, such as credential rotation, session management, or detailed 
entitlements management. Examples of these include privileged access to systems 
and access to cloud infrastructure. But although these systems operate outside of IGA 
they still need to integrate with IGA. 

The main focus of privileged account management (PAM) solutions is to provide users 
with secure access to privileged accounts, as well as rotating account credentials so 
they don’t become stale and thus susceptible to hackers. While there are rules and 
roles within PAM solutions, they don’t examine whether access is appropriate in the 
context of other access a user has within an organization. Without this key information, 
toxic combinations of access can accidentally be created within your environment, 
leading to compliance violations or security breaches. PAM solutions also lack the 
ability to regularly review whether specific access should have even been provided
to a user.

The dynamic nature in which cloud entitlements are provisioned as well their granularity 
means IGA and PAM solutions can’t effectively manage these environments. So 
Cloud Infrastructure Entitlement Management (CIEM) solutions have been developed 
to fill the gap. These solutions are good at providing insight, as well an intuitive view 
of the relationship between a user and their entitlements to determine whether the 
granted access is being used and if it’s within policy. However, they lack the ability to 
provide the identity-centric view necessary to understand exactly who has access to a 
particular entitlement. 
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ABOUT SAILPOINT 
SailPoint is the leader in identity security for the cloud enterprise. We’re committed to protecting businesses 
from the inherent risk that comes with providing technology access across today’s diverse and remote 
workforce. Our identity security solutions secure and enable thousands of companies worldwide, giving 
our customers unmatched visibility into the entirety of their digital workforce, and ensuring that each 
worker has the right access to do their job – no more, no less. With SailPoint as foundational to the security 
of their business, our customers can provision access with confidence, protect business assets at scale 
and ensure compliance with certainty. 

For example, consider this question: Should an AWS test access role and Azure 
QA test role 1 be assigned via a single test role to the QA team? If you don’t know 
the identities and their attributes – as well as what resources those roles are given 
access to – you won’t be able to answer this, let alone determine if the access is 
being used appropriately. 

PAM solutions and other cloud security tools simply don’t have the appropriate 
information to enable you to secure your cloud environment. If you’re actually going 
to solve cloud security, you need identity information. Only when you combine 
an authoritative source for digital identities with cloud security tools that provide 
entitlement details do you have all the identity information you need for security. 
This is why integrating your CIEM and PAM systems into your IGA system is criticalin 
order to maintain consistent visibility and control across all points of access. It 
enables you to understand how and why access was originally granted in order to 
determine whether to remove or remediate that access. By taking an identity-centric 
approach to cloud security, you can ensure least privilege, separation of duties, and 
complete governance.


