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Comprehensive SailPoint
Connectivity for SAP

Most enterprise organizations worldwide rely on SAP’s enterprise resource planning

(ERP) tools and systems to integrate disparate business processes. These enterprise SAP
environments are incredibly complex systems that comprise modules, application servers,
legacy interfaces, customizations, and multiple landscapes.

Visibility into this expansive landscape—and especially the ability to easily manage and
govern user access to a range of SAP systems and applications— is not only critical to an
organization’s security posture, but also to its overall productivity and operational success.

Challenges

SAP is moving full steam ahead with a cloud-focused growth strategy that includes a
deadline for customers to move from a single ERP application to more complex Saas
solutions by 2027.

The expansive nature of SAP environments combined with this push for digital
transformation is presenting complicated identity security management challenges for
global enterprises, including:

+ How to ensure that core enterprise identity security functionality is applied to critical SAP
systems while also ensuring a smooth S/4HANA migration

« How to extend identity security to critical SAP cloud applications necessary to run their
business

+ How to ensure that enterprise identity security strategy also includes a focus on
governance, risk, and compliance
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About the SailPoint/SAP integration

SailPoint enterprise identity security helps enterprises manage, govern, and centralize
users and their access to business-critical applications and resources. This ensures that
organizations can centrally manage and control access, enforce consistent policies, detect
threats, and understand risks.

This also includes comprehensive connectivity for SAP applications, systems, and solutions
so organizations have the visibility and control necessary to provision and manage the right
access to the right identities at the right time. SailPoint’s connectivity solutions focus on
expansive identity security for SAP applications and deep integration with SAP’s governance,
risk, and compliance modules. These include:

Connectivity for core SAP applications: Includes HR/HCM data, ERP, Enterprise Portal, S/4
HANA on-premises, and the HANA database.

Connectivity for SAP cloud applications & systems: Includes building a comprehensive
suite of integrations for the SAP cloud applications and critical systems our customers
want. This initiative encompasses key integrations with SAP Fieldglass, SAP Concur,

SAP Analytics Cloud, SAP Ariba, SAP SuccessFactors and other critical applications

that use SAP’s Identity Provisioning Service (IPS) APIs. This also includes extending
that framework where necessary to meet customer requirements for deeper context
and governance, and support extensibility via REST, SCIM, SOAP and other standard
connectivity options.

Connectivity for SAP GRC and SAP IAG: Includes a deep integration with SAP GRC and an
SAP Cloud Identity Access Governance (IAG) integration on the roadmap. Both of these
SAP integration modules provide risk analysis of provisioning requests, as well as solve

IT governance controls around logical access and separation of duties (SoD) conflicts.
Alternatively, SailPoint’'s Access Risk Management + Identity Security Cloud solution
offers enterprises fast time-to-value with extensive rule books, easily deployed SoD
checks, and extensive compliance reporting.
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Strategic connectivity for stronger enterprise identity
security

SailPoint Connectivity extends core identity security capabilities to the critical applications,
resources, and systems that organizations use every day.

An extensive Integrations Catalog of connectivity solutions includes deep integrations with
strategic customer applications; comprehensive vertical and category connectivity; and
standard, low-code, connectivity tools to effectively integrate SailPoint enterprise identity
security with any system.

SailPoint’s strategic focus on scalable connectivity and extensibility for SAP systems
and applications gives enterprises the increased compliance, security, and identity
management requirements they need to stay competitive and secure; meet digital
transformation goals; and spur the rapid adoption of new enterprise systems.
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About SailPoint

SailPoint equips the modern enterprise to effortlessly manage and secure access to applications and data through
the lens of identity - at speed and scale. As the category creator, we continuously reinvent identity security as the
foundation of the secure enterprise. SailPoint delivers a unified, intelligent, extensible platform built to defend against
today’s dynamic, identity-centric cyber threats while enhancing productivity and efficiency. SailPoint helps the world's
most complex, sophisticated enterprises create a secure technology ecosystem that fuels business transformation.
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