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If you’re one of the thousands of organizations around the world using SAP ERP to 
help integrate your businesses processes and improve productivity, how you run 
your business depends on what you can see in your SAP systems. SAP environments 
are complex systems, made up of modules, application servers, legacy interfaces, 
customizations and multiple landscapes. SAP also makes use of a complex access 
hierarchy that governs thousands of transaction codes (T-codes) and authorization 
objects for several different types of roles and profiles.

This complexity makes it difficult to see what’s in your environment and presents 
several challenges when it comes to managing and controlling user access to 
SAP including: the overwhelming amount of data making it hard to find and 
govern the right users and resources, limited policy enforcement and disparate 
governance capabilities.

Comprehensive Insight and Controls for SAP
SailPoint’s identity governance solutions extend end-to-end identity lifecycle and 
compliance management capabilities to mission-critical SAP environments, no 
matter where you are along the SAP adoption and maturity curve. Specially designed 
integrations and connectivity enable you to:  
• Bring all resources, including SAP, under a single, unified governance platform, 

including access requests, certification reviews and automated lifecycle 
management when someone joins, changes roles or leaves the organization.

• Visualize the HR and system resource hierarchy within SAP to improve decision 
making capabilities. 

• Create and detect cross-application violations with cross-domain SoD policy 
violation rules. 

• Manage large SAP data sets across the enterprise with targeted filters; helping 
reduce risk from incorrect entitlements being granted.

No other IGA vendor offers the breadth of connectivity support for SAP applications 
that SailPoint does – including HR/HCM data, ERP, SuccessFactors, Enterprise Portal, 
GRC, S/4 HANA On-Premise and the HANA database.
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SailPoint, the leader in enterprise identity management, brings the Power of 
Identity to customers around the world. SailPoint’s open identity platform gives 
organizations the power to enter new markets, scale their workforces, embrace 
new technologies, innovate faster and compete on a global basis. As both an 
industry pioneer and market leader in identity governance, SailPoint delivers 
security, operational efficiency and compliance to enterprises with complex IT 
environments. SailPoint’s customers are among the world’s largest companies.

SAILPOINT:  
THE POWER  
OF IDENTITY™

sailpoint.com

Datasheet   |   Govern and Secure Access to SAP Systems   |  

SailPoint Identity Governance for SAP
SailPoint IdentityIQ is a proven enterprise solution that enables you to gain 
visibility and manage access to all resources across your complex, hybrid IT 
environment. IdentityIQ includes three SAP connectors as part of the IdentityIQ 
Governance Platform: 
• SAP HR/HCM Connector – aggregates and provisions employee information from 

the SAP HR/HCM system. 
• SAP HANA Connector – manages users, roles and privileges for the SAP HANA 

database system. 
• SAP SuccessFactors – facilitates aggregation of employees and contingent workers 

from the SuccessFactors Employee Central cloud module. 

Additionally, SailPoint offers advanced solutions for IdentityIQ that provide for deeper, 
richer integration with SAP:
• SAP ERP Module – aggregates and provisions all users along with their roles/

profiles of the SAP system and provides integrated single point of access to 
information, enterprise applications and services both inside and outside an 
organization. This module also enables SAP password policy enforcement.

• SAP Governance Module – enables governance of SAP with advanced 
administrator tools designed to provide deep visibility and controls into 
organizational and resource SAP data. It also enables creation of SoD policies 
leveraging granular SAP role attributes (T-codes and authorization objects). 

• SAP GRC Module – organizations who have invested in SAP GRC can leverage its’ 
ability to perform SoD checks and risk management assessments and use the GRC 
integration module to take remediation action or mitigation decisions within SAP 
GRC. For example, when a user requests access to an SAP role, IdentityIQ will query 
SAP GRC and determine if the request creates an SoD conflict. 
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