
Equifax Replaces Sun IdM with 
Next-Generation IAM Solution
Equifax, a leading provider of financial services to customers and businesses worldwide, has approximately 

7,500 employees and operates in 18 countries. Businesses – large and small – rely on Equifax for consumer 

and business credit intelligence, portfolio management, fraud detection, decisioning technology, marketing 

tools and more. Central to the company’s success is its focus on delivering innovative solutions with the 

highest integrity and reliability.

As an information services company, Equifax continuously explores innovative ways to reduce complexity 

and improve the effectiveness of core processes to optimize operational efficiency. This approach also applies 

to its identity and access management (IAM) processes. When Equifax found itself facing the end-of-life of 

Sun Identity Manager, the company realized it had the unique opportunity to evolve to a next-generation IAM 

solution that would allow it to meet its current needs as well as improve its compliance and security initia-

tives. Equifax identified the immediate goal of reducing operational risk by automating the access certification 

process by managers for their employees and contractors.

Addressing today’s IAM needs while preparing for tomorrow’s demands

Equifax identified SailPoint IdentityIQ™ as the ideal choice because it delivered identity governance and 

provisioning capabilities in a single, fully integrated IAM solution. Equifax believed that SailPoint’s innovative, 

governance-based approach to IAM would allow the company to migrate away from its legacy solution with 

minimal disruption to the business, while simultaneously improving its existing identity governance policies 

and procedures. Key factors in the decision process included: cost and implementation simplicity; dashboard 

and flexible reporting; closed-loop entitlement reviews and validation of access removals; and, support for 

role mining, role-based access and role lifecycle management.

Since deploying SailPoint IdentityIQ in January of 2012, Equifax has been able to:

• Reduce time spent on access certifications by more than 75%; 

• Minimize audit errors by using closed-loop validation of revocations;

• Meet user provisioning requirements for 300 applications and 7,500 employees, contractors and vendors 

around the world;

• Enhance governance through implementation of a role-based access model; and,

• Achieve a smooth transition from their legacy provisioning solution.

OVERVIEW
Equifax is a global leader in 
information solutions that 
empowers businesses and 
consumers with information they 
can trust. As one of the largest 
American credit agencies, Equifax 
manages information about more 
than 400 million credit holders 
worldwide and places a high 
priority on responding to new and 
changing compliance regulations 
and requirements.

CHALLENGE

When Equifax’s legacy 
provisioning solution provider, 
Oracle, announced that it would 
no longer support Sun Identity 
Manager, Equifax sought a 
next-generation IAM solution 
that would provide a smooth, 
easy migration, while allowing 
the company to improve and 
strengthen its compliance and 
security efforts.

SOLUTION

SailPoint IdentityIQ is a 
governance-based IAM solution 
that met Equifax’s immediate need 
to replace its provisioning solution 
and provided an automated 
solution for conducting access 
certifications. With SailPoint, 
Equifax streamlined identity and 
access management processes, 
resulting in greater efficiency and 
improved access controls.

I N F O R M AT I O N  S E R V I C E S

C U S T O M E R
S U C C E S S  S T O R Y

“By using IdentityIQ, we now have better oversight, greater 
accountability and transparency across our enterprise. Most 
importantly, this solution also helped lower our audit costs!”

Graeme Payne, VP of IT Risk & Compliance, Equifax
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Migrating to a next-gen 
IAM solution

When Equifax found itself facing the end-of-life of Sun 

Identity Manager, the company sought a new solution to 

meet its immediate provisioning needs that would provide 

a smooth, seamless migration that maintained the current 

level of services without any disruption to the business. 

Because SailPoint’s engineers and product architects 

were the original developers of the Sun product, Equifax 

was also confident that SailPoint understood the 

functionality of the company’s legacy provisioning system 

and would be able to meet its immediate needs and build 

a foundation for future requirements. 

Enhancing provisioning with a unified solution 

IdentityIQ addressed the entire spectrum of provisioning 

functions the company needed, providing Equifax with 

one solution to take care of everything from access 

requests to automated access changes to password 

resets, and to manage the entire user lifecycle over 

time. Equifax now uses IdentityIQ to provision access to 

300 applications for 7,500 employees, contractors and 

vendors around the world.

Another critical factor in the provisioning replacement 

project was the development of event-driven triggers, 

which provided Equifax a simple and effective way of 

consistently removing access when employees leave 

their jobs. The company also established special rules 

to handle situations when someone moves from one 

department to another or gets a promotion and changes 

their role, requiring a manager to re-certify a staffer’s 

access every six months.

Improving security with 
automated access certification 

As part of the evolution to next-gen IAM, Equifax’s 

primary goal was to automate and streamline the access 

certification process. Previously, Equifax addressed risk 

management and compliance around user access and 

certification through a quarterly manual access review 

process. This process was time consuming, extremely 

labor-intensive and error-prone. The company had 

28 IT staffers as custodians for the entire employee 

certification program and wanted to move that 

responsibility down to 900 line-of-business managers. In 

addition, each quarter 63,500 accounts were reviewed 

manually and 35,000 transactions were processed, 

resulting in more than 15,000 labor hours per year 

and time and labor for seven full time staff members. 

The process was also cumbersome for business users 

to work with, where some managers were emailed a 

spreadsheet with thousands of entitlements to review and 

where the data from each system might be presented 

differently and with varying degrees of granularity. 

Making better decisions in less time

Equifax deployed IdentityIQ to automate the access 

certification process and simplify the reports that 

business managers were being asked to review and 

validate. With increasing regulatory requirements and 

constant employee churn, having a systematic access 

certification process in place is critical to ensuring 

the frequent and timely review of users and their 

access privileges. With SailPoint, Equifax now reviews 

access using a business-friendly user interface, which 

CUSTOMER
SUCCESS STORY

“SailPoint supplied an automated, centralized solution that reduced the 
complexity of conducting manual access certifications across critical 
enterprise applications and a flexible role management approach that 
aligned access privileges with business function for improved security.”

Graeme Payne, VP of IT Risk & Compliance, Equifax
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makes it easy to involve business users in all identity 

management processes, such as access requests, 

change approvals, access certifications and role 

lifecycle management.

Enhancing role governance 
with a complete solution 

Prior to implementing IdentityIQ, Equifax had not 

defined a formal framework for the definition and 

maintenance of roles. This impacted Equifax’s ability to 

readily assess the appropriateness of access rights to 

applications and systems based on users’ job functions 

and responsibilities.

To support Sarbanes-Oxley (SOX) compliance and 

enhance their overall access governance, Equifax 

began a role analysis project by modeling processes 

for accessing data, taking into account where the 

company would benefit by grouping together similar 

entitlements into roles. From there, the role definition 

and model creation phase was automated by IdentityIQ 

leveraging up-to-date data from human resources and 

other modeled systems. With the additional help of an 

implementation partner, business role frameworks were 

also developed that clearly defined a logical association 

between users and their underlying access privileges.

Supporting compliance through improved 

role management 

IdentityIQ’s common governance platform was essential to 

bringing provisioning, roles and all the other major aspects 

of identity and access management together in one place. 

Moving forward, IdentityIQ will continue to allow Equifax to 

centralize all its identity data and business policies, model 

roles and build a single framework to support identity-

related business processes.

CUSTOMER
SUCCESS STORY

Featured SailPoint capabilities 

C A PA B I L I T Y D E S C R I P T I O N

Identity Warehouse • Leverage single system of record for identity data across all IAM functions and activities 
• Import data using out-of-the-box connectors or via flat files 

Access Certifications • Automate access review cycles with flexible scheduling options
• Present data in business-friendly language 
• Focus reviewers on exceptions and high-risk items

Risk Model • Locate and identify areas of risk across users and applications 
• Calculate and assign unique identity risk score 

Policy Model • Define and implement detective and preventive controls across compliance, access 
management and provisioning processes 

• Proactively identify and route violations for review or immediate revocation

Role Model • Define flexible role types that enforce “least privilege” access 
• Discover business and IT roles based on identity attributes and entitlements 
• Provide automated role approvals, role certifications, role quality metrics and role analytics 

Lifecycle Event Management • Automate access changes based on HR lifecycle events (i.e., hires, transfers, terminations)
• Prevent policy violations and consistently enforce the desired state 
• Orchestrate changes across automated and manual provisioning processes

Self-Service Access Request • Empower users to request and manage access using an e-commerce shopping experience 
• Help business users find the right access with keyword and affinity search features 

Password Management • Allow business users to change and reset passwords 
• Enable delegated password management by managers and help desk/admins
• Enforce strong password policies

Connectivity Foundation • Speed the provisioning of access changes to your managed resources



The SailPoint difference 

Since implementing SailPoint IdentityIQ in early 2012, Equifax has completely eliminated the need for the time-

consuming spreadsheets and cumbersome manual processes. The company has seen a significant reduction in 

audit errors due to the use of closed-loop entitlement reviews and the time spent on access certifications has 

been dramatically reduced by more than 75%. Equally important, Equifax has evolved its legacy provisioning 

implementation to a next-generation one that automated the entire spectrum of immediate provisioning needs. By 

using a single solution to manage its IAM needs, Equifax has streamlined its overall compliance processes – resulting 

in greater efficiency and improved access controls across the board.

Lessons learned 

Equifax’s experience in deploying IdentityIQ revealed several important lessons that can help organizations achieve 

quick results, ensure a smooth transition and enjoy an effective long-term implementation. 

Address upstream process issues. Companies should implement good processes for onboarding of users and 

contractors. Dedicating time to working with human resources and their partners can also help ensure that processes 

are smooth and result in good quality data.

Train and engage senior leaders, managers and users. Having senior leadership on board is critical to the process. 

Organizations should use various forms of communication, including communications plans, CIO blogs and regular 

updates, to ensure that all constituencies are well informed about the progress and benefits of the implementation. 

Automate, automate, automate. Automating costly IT processes delivers measurable ROI and cost savings, 

especially for larger companies that manage tens of thousands of accounts. Automation can also help ensure that 

managers can accurately review and validate user accounts.

Include auditors in the design and test throughout. It is critical for companies to engage internal and external 

auditors from the beginning of the process. This can be achieved through weekly status reports or by having 

auditors serve as members of an operating committee. It is also important to gain insight throughout the entire 

process, so companies should test as often as possible.
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CUSTOMER
SUCCESS STORY

About SailPoint

As the fastest-growing, independent identity and access management (IAM) provider, SailPoint helps hundreds of the 

world’s largest organizations securely and effectively deliver and manage user access from any device to data and 

applications residing in the datacenter, on mobile devices, and in the cloud. The company’s innovative product portfolio 

offers customers an integrated set of core services including identity governance, provisioning, and access management 

delivered on-premises or from the cloud (IAM-as-a-service). For more information, visit www.sailpoint.com.
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