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The American Rescue Plan, a $1.9 trillion economic stimulus package that became law

in March of 2021, includes a $350 billion lifeline for state, local and tribal governments!.
Governments have considerable leeway in how they apply the funding, which is available
for costs incurred by the end of 20242, Qualified expenses may extend to modernizing

IT in several broad categories, such as public health and initiatives to address negative
economic impacts from the COVID-19 pandemic.

The flexibility of the Coronavirus State and Local Recovery Funds means that states and
localities have an extraordinary opportunity to transform their IT operations, workforce
mobility and the services they offer constituents. As agencies weigh their digital options,
a key concern is how to bolster the security around access to systems and files. The
sooner IT and security leaders develop a roadmap for identity security, the smoother
the overall transformation journey can be — and the greater the chances of claiming
reimbursement before that 2024 deadline.

To get started, here are three important questions to answer.

Where are the organization’s IT assets?

State, local and education (SLED) agencies gather vast amounts of sensitive data, from
taxpayers' financial information to confidential documents filed with the courts. Although
the data is a byproduct of the normal course of government business, many agencies
recognize its value and put it to work in preventing crime, improving public health,
providing personalized services to citizens and more.

What's not so obvious is where all this sensitive data is located. Typically, it's scattered
across disparate systems and sequestered into functional silos. There it can stay out
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of sight of the broader organization, often due to concerns about legal and regulatory
compliance. Adding to the complexity, much of the data isnt even in databases — think
emails, photographs, CAD diagrams and other unstructured documents.

The systems themselves could be outside of the IT division's purview. Shadow IT, or the
use of unsanctioned IT resources, is a growing phenomenon due to the ready availability
of subscription-based cloud solutions. Because these resources are excluded from
oversight, they're more vulnerable to a data breach.

Visit the departments and offices in your organization to find out
where they store their documents and the kind of data they contain.
What To Then, with this inventory in hand, apply data analytics to identify
Do Now sensitive information and map the connections between data
sources. This can help you decide what processes and solutions to
use in protecting personal identifiable information (PIl).

Who has access to these assets?

State and local governments provide numerous services for citizens in need.Delivering
these services can involve employees, contractors and third-party providers accessing
sensitive information, which agencies have the duty to protect. Sometimes organizations
have to act fast to give access in times of emergency. There are real-world reasons for
giving employees, contractors and other users immediate access to applications and
platforms, but they need to be balanced with the concerns of exposing PlII,
over-provisioning a user and inadvertently exposing departments to future
cybersecurity attacks.

Then there are aging infrastructures coupled with shifting internal departmental
processes, which can create inconsistencies in the application of identity access
management policies. An example of this is the sharp surge in unemployment
applications during the COVID-19-related economic crisis. Policy guidance on
unemployment relief (who could receive it and how long) was constantly changing,
forcing state and local governments to amend user access with minimal identity
management oversight.

The challenge comes in when contractors or employees change roles or leave the
organization altogether. Keeping track of all these identities — and manually maintaining
the appropriate permissions — can become an overwhelming effort. When users retain
access to highly valuable assets and information long after they should, it creates a data
security issue for the organization and could expose the PII of the constituents they serve.
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Use an activity monitoring software tool to see who's accessing
What To sensitive data and PIl. Compare that with the last time their access
Do Now was reviewed. This way, you can narrow the field of users whose

entittements may need to be decommissioned or removed.

What are SLED users doing with that access?

State agencies typically have one organization that brings users onto the systems and
another that maintains the system’s infrastructure. On top of that, counties may be doing
their own hiring and giving the new hires access to the state agency's platforms and
applications. When all these groups get out of synch, the agency’s Active Directory
services — which connect users to the resources they need to do their work — can
quickly become a convoluted security brew that exposes the organization to
cybersecurity threats.

A similar situation can exist across user environments and systems. Over the last decade,
state and local governments have evolved from a homogenous corporate network to a
hybrid environment of on-premises, cloud and mobile computing — each of which may
have a different set of identity access management protocols.

With more applications and platforms to manage, state and local governments have
limited visibility into what users are doing with the access they have. That — paired with
the lack of a uniform process to onboard and offboard users — can obscure the actions
users are taking when they access systems that contain sensitive data, which leaves the
organization open to an unauthorized disclosure. In 2019, unauthorized access amounted
to 40% of the most common types of data breach attacks.®

Use your activity monitoring tool to identify the top users of each
What To resource. After verifying them, collaborate with them to develop
Do Now a set of protocols governing the appropriate use of that resource
and bring those protocols into your review processes.
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o_ Putting the plan together
O—-
./: For state and local jurisdictions, IT historically has followed a distributed model. That

is, the department of transportation may get funding for one type of platform, the
department of health and human services for another and so on. The Coronavirus State
and Local Recovery Funds are different because they offer the chance to build an identity
security program horizontally across different departments.

Meanwhile, the pandemic revealed numerous disconnects in how state and local
government implement identity access management protocols. Between these security
gaps and the overarching security challenges that can occur with over-provisioning, IT
leaders in state and local government face a complex issue that needs to be remediated
before the next disaster strikes. To prevent a security breach or cyberattack, SLED
entities should define an identity governance process and establish rules of engagement
for managing complex identities. By asking these three questions — where are the
organization’s IT assets, who has access to these assets, and what are SLED users
doing with that access — state and local governments can build out an identity security
remediation plan. That in turn serves as the first step to an identity security program

that supports the organization’'s mission while continuously reducing the complexity of
manual provisioning.
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