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Building Identity Governance and Security Frameworks
in Complex R&D Environments

An increase in the complexity of clinical trials

»

and the growing need for remote identity
management has created the perfect storm for
security breaches. In the last two decade, the
cost of clinical trials exponentially increased
while the probability of success for new drug
discovery decreased.’

State of the Industry

With higher failure rates, Pharma is looking to
IT for solutions that can deliver on compliance,
streamline data sharing, and prevent security breaches.

The top 10
Pharma'’s
R&D budgets
were close to

$82 Billion

. in 2019, an increase
of $4 Billion more

’ l than 2018’

There isonly a

1in10

chance that a new

drug will be approved

Phase Il studies for
$ $ new drugs approved
by the Food and Drug

Administration FDA
cost a median of

$41,117

per patient

On average, new drug discovery
takes 66 months - 78 months to SLUEEEELR
get from Phase | - Phase lII"...
and the average time to identify
and contain a breach was

257 days in 2020 t

On average, new 1 506 B‘II‘ .
drug discovery cost $ o I |O n

It is estimated that there are
65,231 unique, active clinical
investigators globally®

The Pharma industry has the
second highest target for
hackers’ - the average cost of

a data breach was $5.06 million
in 2020"

Globally, the number of registered
clinical trials increased from 2,119
in 2000 to about 351,917 in 2020"

Currently, there are 53,161
recruiting studies and roughly
60% are being conducted
internationally™:

Due to the coronavirus and the urgent quest for a vaccine,
pharmaceutical companies are collaborating with a renewed purpose
and when coupled with the prodigious volume of electronic data that
is shared during drug discovery, Pharma requires a new level of
vigilance to protect, monitor, and remediate identity access. \With the
power of artificial intelligence (Al) and machine learning (ML),
SailPoint Predictive Identity™ is the next generation of identity
management to help pharmaceutical companies make intelligent
identity decisions.

Accelerate Identity Decisions. Mitigate Risks.
Intelligently Manage Access.
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